An example of an IN service is Toll Free Calling (800 and 888 number
dialing). At an IN SSP, a call that is to a number that begins "800" is processed
by toll free service logic in the switch. In order to determine how the call
should be routed through the network, the service logic in the switch
launches a query to the toll free database in an SCP. The query message
contains the toll free number (800-NXX-XXXX). The SCP determines the
routing information associated with the number it received in the query
message. The routing information will be either a Carrier Identification Code
(CIC), or a normal "routable” number. The SCP sends a response message
which contains the routing information assodated with the toll free number
it received. When the SSP continues processing the call, it will use the
received information to route the call to its final destination. As with all IN
services, the service logic for toll free service resides in the switch. The SCP
serves only as a database. Because the service logic exists in the SSP for IN
services, the switch will reject any message it receives that contains
paraeters that 2re not part of the toll free service.

IN services are developed by vendors who respond to requirements
written by (or for) Ameritech. Ameritech does not develop the service logic
for IN services that reside in the SSP, or the database software that resides in
an IN SCP. Ameritech only configures the software and populates parameters
and tables. The operation of the IN service at the most basic level is
controlled by the switch vendors who develop the service specific logic. For

example, to support expansion of toll free dialing to the "888" prefix,
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Ameritech had to request its switch vendors to modify their switch software
to recognize "888" as a toll free prefix.

AIN introduced the concept of placing "triggers” within the normal
call processing sequence of a switch. IN queries are launched as the result of
service specific processing that is encountered by a call. A call encounters a
"trigger” at a certain pre-defined place within the call processing sequence.
AIN defines which places in the call processing sequence may contain
triggers. These may include when a phone is lifted from its cradle, when a
customer has completed dialing, when the switch is analyzing digits to select
a route for the call, and when the called line has been selected by a switch. If
certain conditions exist for a call when it encounters a "trigger”, then the
switch will transmit an AIN query message into the SS7 network. The
information that will be included in the query is determined by parameters
assodated with the specific trigger. For example, a switch may be configured
so that a trigger is placed within the analysis of dialed digits, such that a query
to an SCP will be created whenever the first six digits of a ten digit number are
"847-248". Some triggers are associated with an individual line (e.g., detecting
that a customer has lifted her handset), and some triggers are assodated with
the entire switch (e.g., detecting when any customer has dialed a call to the
847-248 office code). An AIN trigger is not a physical entity. 1t is a set of

software conditions within the call processing software.

When the SCP receives the query, it processes the message. Depending

on the parameters present in the message, and the contents of those
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parameters, the service logic in the SCP will determine how the processing of
the individual call should proceed at the SSP. The service logic then creates a
Tesponse message containing the proper parameters and values that should
cause the switch to process the call as desired. When the response is received
by the SSP, it uses the parameters and values received from the SCP to
continue processing the call. The SSP has no knowledge about the details of
the AIN service, it merely executes call processing using the parameters
provided by the SCP. If the configuration of the trigger in the SSP, the
message routing configurations in the S57 network, and the service logic in

the SCP have been designed correctly, the AIN service should function as
designed.

Assocated with the ADN SCP is a Service Creation Environment (SCE) and
Service Management System (SMS). The SCE and SMS allows Ameritech to
design and manage the service logic and data that are loaded into an SCP for
an AIN service. The switch and SCP vendors provide logical capabilities
which Ameritech uses to create each AIN service. The switch and SCP
vendors may have no knowledge of the spedific AIN services that Ameritech
has created.

AIN and IN differ primarily in two ways. The first way is the location
of the service logic within the network. For IN services, the service logic
resides in the SSP, while for AIN services the service logic resides within the

SCP. The second way AIN and IN services differ is in the control of the
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service Jogic. For IN services, the service logic is designed by the switch

P v

vendors. For AIN services, Ameritech uses the predefined structures
provided by the vendors to create service logic for the SCP.

Direct, unmediated access to AIN triggers as defined by AT&T is not
N technically feasible at this time. AIN was not designed with network

interconnection in mind, and direct access would place Ameritech's network,

customers, and other service providers at risk.

b
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Sandrs L. Wagner SAC Commanmcasons inc
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1
ATTACHMENT 2 Federa: Aeguatory S 0 oc
Phone 302 225-3880

SANTION L o e 3
May 28, 1996 - RV N T P A::‘ 'cq
’ HAY 2 8 1996

Ex 2.3.:. FEDERAL tow
Mr. William F. Caton <R

i OFanficamav “
Federal Communieations Commission
1919 M Sereer, N.W,, Room 222
Washington, D.C. 20554

Re:  ExParte, CC Docket No. 91-346, Insellipent Network

Dear Mr. Caton:

In accoréazce with the Commission's rule governing gx Dane sresestazons please
associaze this Jenter with the above-referenced proceecing.

A duglicare copy is provided to confrm receipt. If you sbould have any questons,
plezse give me 2 call

Sincerely,

- et

Aracamen:



- e

o vompan

-

-

—————

Washingion. D.C. 20008
Phone 202 226-8260

Mav &, 1996
RTAgnREn
[ L}
Ms. Regina Keeney WaY 2.8 159
Chief. Common Carrier Burezu FEDERAL DONRUNICATIONS COUMISS
Federal Communications Commission OFFE OF SECRETARY

1919 M Street. N.W., Room 500
Washington. D.C, 20554

. Be Pawm Ng 01.224 Inrelljoent \!

Dear Ms. Keeney:

The purpose of this ienter is 10 respend to the ex pane filed by AT&T in this
procesding dated April 10. 1996. wherein AT&T anempted 10 address concems raised
by several of the companies that comprise the Joint LECs' conceming AT&T's Phase
1l proposal for unmediated access to the LEC's intelligent neswork :

AT&T. 2s delineated in the anachesd mawix. has generally mischaracterized the intent
of the Joint LECs concerning many of the mediation issues cited in the earlier filings
concernizg AT&T's Phase i1 plan. The Joint LECs are not swayed by AT&T's
generally unsupponed assertions concerning the potency of its proposal for
centification and testing as a replacement for real-time, call-by-call mediation
techniques. The Joint LECs remain convinced that the best means to move forward
toward eariy deployment of mediated open access to the LEC's IN is through
cooperative industry jab tests and feld wials as defined within the context of the LEC
Proposci for an Indusiry IN Project.’ Thne Joint LECs do not believe that AT&T's
Phase Il pian is workable. even 2s an intesim stez. cue primariiy 10 the network and
service integmity, reiiability and senvice assurance concerns outlined in the anachment
1o this lenter,

AT&T would have the Commission believe that creation of IN services is a
straightforward matter and that the LECs are deliberately withholding access. AN
service creation is not as simpie 28 AT&T suggests. and that the difficulties of

-~
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! See GTE Ex Pane cated Seprember 15, 1995, Bell Atlantic Ex Parte cated October 27, 1995, SBC Ex
Pame g3ie2 January 1), 1996, as modified on january 17, 1996. and Pacific Bell Ex Parte dated May 10, 1996.

* See. for exampie. AT& T's Ex Pare presencations cated August 21, 1995, February 29. 1996, and March
13,1996,

? Joint fiiing by several Tier | LEC dazed June 23,1993, in CC Docke: 91-346.



Ms. Regina Xeeney
Mayd, 1996
Page Two

resolving the issues of swich veador impiementation differences and feature
interacticns are significant and have impeded the deplovment of AIN based senvices.
The LECs are suggesting use of caution and reswrzint in opening aceess to this

technology in large part based on their own experieace with the difficuities in
implementing services within their own nerworks.

The Joint LECs encourage the Commission 10 eliminate eneertainty abowt potentiai
outcomes of this proceeding 2nd assist the industry in moving forward 10 resoive
technical and other issues surrounding third party access 1o IN. Only through
cooperative industry testing in 2 lab environment followed by technicai trials wiil
viable soiutions emerge. Trialing individual proposals using live custorner raffic with
virtually no mediation as proposed by AT&T can only result in adverse ccaseguences
‘or nerwork providers and the customers they serve,

If vou have any questions or would like tc discuss these peints fuher. pisase contac:
me on 202-325-8860.

Sandrz L. Wagner
Anachment

CC: Righasd Mewmzger
Richard Welch
John Nakahata
Jim Casserly
Pete Zelvin
Dan Gonzalez
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Page 1, GTE's Identified Harm No.1

GTE's Statement:

"AT&T's proposal also ignores consumer impacts that could resuit from inoducing IN services
that have the potential to condlict with existing switch-based services.”

AT&T's Characterization of GTE's Statement: ‘

"Trigger interaction corndlicts are prevented by end office provisioning...Joint certification testing
efforts berween the LECs and the third party IN service providers will be imporant to identify
feature interactions, just as it is in the LEC-oniy IN environment.

An example of an allowable IN based fearure..Calling Party Number and the Dialed Address
Digits to the nearest siore location

Now suppose Subscriser B (SNR subscriber) also has the Call Waiting Terminaning (CWT)
fearure (CWT uses a 1one to inform a busy station user that another call is waiting) and a TAT
trigger 2ssigned (as a result of the SNR service). A line associated with 2 TAT trigger can have
CWT assigned. For c2ils terminacing on this line, the SCP is queried before the CWT feature
activaton takes place. ifthe SCP rerurns the routs to the same line and this line is busy, a call
waiting tone is provided if the line is found to be busy.

I Any negative feature ineractions which may occur apply equally to the LEC. For example,
automazic callback/recail is disabied when an IN trigger is encountered.

lGTE's Response: - '

‘Con:im:ed On next page ]
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AT&T uses GTE's statement out of contexs. GTE indicated that management of these fearure
interacaons will require changes to existing business processes and systems. GTE further stazed
that this is already a diffcuit task for the LEC and is even further complicated when third party
access is factored in. An investigation into actual services offered by LECs shows that mass

marke: type services are just beginning to be introduced. Most services currently in the marker
are cusiomized for business applications.

GTZ is only beginning to define the processes and systems requirements aecessary to manage
these interaczions. Much work remains! These systems must also be capable of identifyving the
switch technology serving the subscriber and the generic switch release. AIN and switch based
fearure interaczions vary by switch type and switch generic release. A sysiem that manages and
recognizes these interactions must be developed. These systems do not yet exist. AT&T's
comment that "joint certification testing efforts berween the LEC and third party..” will solve this
problem is incorrect. These interactions must be mapped and integrated into the front ead
ordering systems 10 minimize customer confusion and problems.

AT&T's example where Automnatic Callback and Automatic Recal is disabled when an IN trigger
is encountered is not an accurate statement. Imteractions with these fearures is dependent upon

which IN trigger is encountered. These features are supposed to operate properly ata TAT
trigger.
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Page 1. GTE's 1dentified Harm No. 2

Consumers will be reguired to choose between subscribing 10 2 new IN service or maintaining
their existing switch-based services.

GTE's Statemenr: “

AT&T's Characterization of GTE's Statement:

"IN features can interact with switch-based. It is within the control of the service provider(s) to
create offerings which do not allow conflicting services, where service providers wish 1o offer
both IN and switch-based services 1o customers. Any interactions would be idextified and
resoived through joint tesung eSonts before the service is offered to the public. To minimize
interaczion possibilities using the testing eons before the services is offered to the public. To
minimize interaction possibilities using the current IN implementation, the prefemﬂ case is to
have a single SCP provider per line for all triggers. For example, call waiting as a switch-based
feature may not funcrien in the presence of IN-based fearures, however automaric resall as a
switch based fearure may not function in the presence of IN based features.

IN cail processing..uzon the progression of the cail state model (i.e., OFF-hook immediate. Of-
Heck Delay, fearure Code Diaiing 3/6/10, N11, TAT) and whether origizating or temninating
fearures are subscrized. Refer to Table | for wigger assignments.

_[[While there may be some cases where users may have to choose berweea IN and switch-based

feazures, it is within the conmol of the service provider, through joint efforts with the LEC, 10
identify, test and certify these cases prior to service inroducton. Indeed, customers may have 10
choose berweea IN based and switch-based services during customer provisioning, just as they
do when offered condicting services by the LEC.”

GTE's Response: “

Cennzued on pext tage “
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As sated in GTE's response 10 IdentiSed Harm # 1, the business processes and support systems
mczudm.g the front end ordering/provisioning systems are not curremiy capable of maraging
feature interactions on a mechanized basis. GTE believes that third party input reguirements are ,

necessary before final solutions are implemented. These requirements and input are anticipated
via the Industry IN Project proposed to the FCC.

AT&T again indicates that interaction issues wiil be ideariSed and rescived through joint testing
effons. In order for these interactions to be tested, identiSed and resoived, GTE wiil require
detaiied knowledge of AT&T's service. AT&T has opposed mediated sczess to SMS as a viable
solution to allow third party access to LEC AIN capabiliies. Their argument under this interface
arTangement is that they are required to provide LECs their service descriptions which would
allow the LECs to use their ideas against them via competing services. GTE has encouraged this
type of arrangement as a means to minimize feature interacton issues prior to having tools in
place 10 manage them on a real time basis and allow third parties to enter the market as soon as
possible. GTE's motive is not to steal AT&T's service ideas.

AT&T's statement that "o minimize interaction possibilities using the current IN implementazion,
the preferred case is 10 have a single SCP provider per line for all triggers” misrepresents fearure
interaction issues and limits subscribers ability 1o purchase IN services fom multiple IN service
providers. If'a customer subseribing to IN provider A for an originating rype service calls a
seccnd subscrider who subscribes to IN provider B for a terminating type service AT&T's single
provider interaction argument becomes flawed. Just because only one IN service provider has
access to all triggers for a given subscribers line, feature interactions are not minimized.
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Page 2, GTE's Identified Harm No. 3

GTE's Statement:

AT&T's ciaim thas diress acsess to triggers can occur today without mediation is sericusly
flawed. AT&T claims that mediation functions already exist in the aerwork to ensure aerwork
reliabiiity ang integrity. GTE agrees that the following mediation functions are copained in
Gateway STPs: originazion & terminating point codes, routing functioas such as GTT based o2
TT. subsysiem # assignments and allowed Calling Party Address & Called Party Address.

AT&T's Characterizarion of GTE's Statement: “
“Basic scresning .message routing are:

« Originazing Point Code (OPC) and Destination Point Code (DPC)
- SCCP Caliing Pasty Address and Called Party Address

- TTand GTA
Al each level of _amncuncement treatment.
Under s scenasio, .. .SCP provider, other service providers in the same NPA-NXX caanot be
‘i:.-.;;::e:'.'
GTL's Respoase: —“
[Cc::::.-.:e:l th next gage “
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GTE agrees with AT&T's description of how SS7 TCAP messages are routed. Unfornmarely,
AT&T bhas misrepresented GTE's comment. The basis screening and routing funetions
periormed today will only vaiidase that the third party is authorized to sead and receive TCAP
messages for authorized messages or parameters.

The basis SS7 message structure that transmits TCAP messages required for IN contains three
components. The frst component is called the Message Transier Part (MTP) which includes the
Signaiing Point Code (SPC) of the message originator and the SPC of the destination that will
pericrm processing on the message. In the case of Global Title Translation (GTT) as described
by AT&T, the destination is the SPC of the STP thas will perform the GTT. The second
corponent is called the Signaling Connection Control Pant (SCCP). The SCCP contains the
information necessary to suppont GTT. For SSP originated IN queries, the SCCP contains the
Translazion Type (TT) and Global Title Address (GTA) necessary 10 perform the GTT at the
STP. For messages returned to the SSP from the SCP, it conains the SPC and the Subsysiem
Number (SSN) of the SSP originating the query. The third componest is the actual Transaction
Cagatility Applications Part (TCAP) which transmits the IN informazion berween the SSP and
SCP. The basic SS7/STP screening and routing functions idemified by AT&T do not look at the
conteats of the TCAP component of the message. GTE's original comments addressed the need
10 screen the contents of the TCAP message becguse this is where most of the undesirable

interaczions will occur. A new form of mediation is reguired to screen the coments of the TCAP
messaze fer all allowed operations.

The tasic SS7 protocs! ealy suppons a maximum of 286 TT values. Siace there is 2 limited
quanzty of values available, care must be taken as 10 how these are utilized. Some of these
vaiues have aiready been assigned for SS7 applications such as Calling Card Validazion, 800
Dazabase | Calling Name Delivery, Cellular Roaming, Message Waiting, and various versions of
IN. Many TT values have been assigned independemly by each LEC. In some cases the same
LEC has used different values for the same applicasion in different STPs within their nerwork.
Some IN piadforms reguire that muldple TTs be assigned to differentiate IN services.

AT&T s propesal 1o assign a TT value to each third party provider must be considered carefully
in Eght of this limitazion. Will a third party provider require more than one T7 if they desire that
quenes 10 be routed 1o muizple SCP pladorms? Will different services require separaze 7T
vices? GTZ suggests that befere TT values are assigne< to third party IN providers az indusey
prsiem is nesessary 10 determine how third party messages wiil be rouned in 3 consistent and
stengzsd basis by all LECs. Although assigning TT values 10 each third party IN provider belps
1o prevent ACG controls £om one provider causing other providers' calls from being affected,
other aiiernaszives must also be considered. One aliernasive would be provided via a mediasion
funcicr. The industry only has to look at the quantity of Carrier Codes curremly assigned. This
far exceeds 236 today. It is conceivable that every existing carrier with 8 CIC may be interested
in cTering IN services. Similar to the significant cons necessary 10 expand CIC codes from (3)
10 (4) digits, the costs to expand beyond 256 TT values will be sigrificant.
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Page 3, GTE's Identified Harm No. 4

“These existing Guieway STP medission functions do ot provide any level of screesisg relazed ‘l

GTE's Statement:

to IN messages once agvanced IN transiations types or subsystem numbers are ailowed.”

AT&T's Characterization of GTE's Statement:

“Curremntiy, the SS7 messages passed berween LECs and IXCs are being screened. For exampie
the switch can check for such conditons s response timer expiration, unexpected messages,
unexpesied message sequences, unexpesied parameter sequences, erroneous date vaiues, missing
pararseters, invalid AMA pararneters, query fallures, carrier type mismatches and many others.
The SCP can detect and repont errors as well,. Errors detected by an SCP include subseriber
records ot found subscriber data inconsistency, IN application errors, SSP commmunicastion
failures and outgoing TCAP message fallure The STP has the capability to perform error
detecticn as the link levei (e.§., to detect transmission errors), basic.error connection a the line
levei through recransnission, signaling raffic management to divert traffic from congested areas,
signaiing link management 10 restore falled links, signaling route management 1o coavey neswork
stazus, neuScaton of sudsynem failure through Subsysiem-Prohibited messages, 2u8 transminal
of Subsysiesm-Out-of-Service Request 1o ailow a subsystem 10 go out of service witzout
degrasing nerwork pesfzrmmance.

"GTE's Response: “
”GTE agress with AT&T's overall descripton of functions performed at the SSP, SCP and STP

perwork elements relarive 1o processing IN messages. From an STP perspectve, these are
genera! funcions performes for all SS7 messages independent of IN.

From a switch (SSP) perspective, most of the funcdons identified by AT&T are basic IN message
hangiing processes thas vaiidaze response messages received fom an SCP. These are basic
vaiszton funmicns 1h2: assure that the message is properly formaned, that mancesery eiements
ave preses: ang erTonecus ca:a has not been received. The SSP does not ghesk for *imvalid AMA

przmelers’, “samier ope mismaiches”, and "many others” as suted by AT&T. GUZ does oot
uncersians what AT& T means by "imvaiid AMA parameters” for "carrier rype mismaicses”. The
SSP does net know iff an IN AMA record is to be created for the call 1fa Carrier Code is
received 2t is Cifferen: Som the PIC"d carrier, the switch will accept the SCP rencmed Carrier
Coce without any scressing.

Mos: of the funcons cescribed by AT&T are basic certification checks that are necessary to

allow any third party 1o imterconnect with GTE's signaling nerwork indepeadent of IN message
hancing. They do not provide any screening for AIN messages or parametess.
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Page 3, GTE's Identified Harm No.

GTL's Statement:

In a pre-AIN environmes: all messages types and paramezers are explicitly defined within the
switching points with interactions as well defined. In an AIN environment, generic capabilities
are introduced which require a new level of mediation.

AT&T's Characterization of GTE's Statemeant:

In the post-IN environment, all message types and paramezers are defined wnhm the switching
points as well. If an unrecognized message type or parameter is received the switch will aot
process it. Therefore, application screening does exist at an SSP and SCP. Refer to item 4.

GTE's Response:
l AT&T has takena GTE's comment out of comext for which is was inteaded. GTE agrees that if

an SCP returns undefined and unsupporied AIN message types or parameters to the SSP, then
the messages will be either discarded or depencing upon the circumstunces abort the call anempt
and route 1o final treazment. In the case of AT&T's comment that “application screening does
exs: 3t an SSP and SCP* GTE agrees that if an SSP or SCP reseived either 3 query or response
message with 3 Subsysiem Number (SSN) of an applicaton not supported on the piatform, the
message wiil be discarded or result in returning a reject or error message to the criginator. The
SSP resulting action will be 1o abor the call anzempt and route the cailer 10 final rearmen:

An exampie of the intent of GTE's original stazement is as follows. In the case of the database
800 applicazion, the Calling Party Number is sem to the 800 dazabase along with the 300 number
diaied The response message can return the original 800 number as dialed and the Carrier Code
to which the call is to be routed or a wranslated POTS mumber and Carrier Code to which the call
is 10 be routed. The Calling Party Number gannot be rerurned or changed. As one of GTE
examole indicazes, in an IN environment, not only can a destination address sumber be rerurned
oy & ciferent Calling Party Number or changed Privacy indicator can be reurped. In the case of
the cziabase 800 appiication exatt messages and sarameier contents must be revurned. In the
IN. many ciferent parameters can optionally be reurned with minimai contemt sereening other
hzn protocs] supponied values.

B
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Page 3. GTE's 1dentified Harm No. 6

GTE's Statement:

“exampie, lustraze the undesirable imeractions that could occur..imteractions berwees switch-
based CLASS services and AIN third party sccess must be resolved.

If the SCP service Logic renurns 3 different CPN than received Som the original cailer a=d the
call subsesuently is terminated 10 3 CLASS consumer who subseribes to Automatic Recail (AR)

and who has this fearure aczivated, the network would anempt to renurn the call to the wrong
caller.

Even if the CPN number is not changed, there is the opporunity to modify the Privacy indicator
associated with the CPN number. The third party IN service could change the cail originators
CPN Privacy indicator fom Private 10 Presentation Allowed”.

AT&T's Characterization of GTE's Statement:

"Tre switch overwrite the existing Calling Party ID with the new one it receives in a response
message om the SCP. The new Calling Party ID is used in signaling, but is not used iz creaging
any SSP AMA records. Although the switch could be developed to screen on Calling Pa=ty ID
or ciher shanged paramerers, it receives fom an SCP, such development would counter she
inten: of the AIN pararmeers it receives from an SCP, such development would eounter the intent
of ine AIN spesifcazicn and call model by placing service conmol logic back in a swite
Rigsrous 1esting and rebust provisioning processes are the appropriaze means 1o address the
issce. Ses discussion on feazure interactions in ftem 2.

Privacy couid potentally be modified by an SCP. It eould also be modified by switches in ISUP
sigraiing, which conveys a privacy indicator and CPN. the overriding poimt in the case of privacy
changes is that FCC rules (pare. 64.1601) indicate that no common carrier subscriving to or
ofesing any service that delivers calling party number may override the privacy indicasor
associzies with an intersate call.”

GTE's Response:

Centnued oo nex page
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AT&T has anempied to avoid the basic issue deSned by GTE. Independem of FCC nules, even
non intentional mistakes by any third party service creator eould negatively impact the Calling
Party ID or privacy indicator. The FCC has rules against PIC slamming which has aot prevemes
the pracuce fom occurring.

AT&T's position is that *rigorous testing and robust provisioning processes are the appropriate
means to address the issue®. GTE has no idea how testing or provisioning processes will solve
this issue since it will occur in real tire during call processing. In addition, if hypothesically a
third party and LEC perform extensive service testing before the third party deploys the service,
ang verifies that under the conditions tested that the CPN is not changed, there could be call
scenarios not tested that change the CPN. In addition, as experienced by GTE with injtial IN

service test, if 3 customer requests a modification of their service, the change can be madeina

|maner of minutes. Because of this change, will it be necessary for the third party and GTE to
execute extensive retesting? How would GTE even know what changes have been made?
Testing and provisioning processes will aot solve this issue.

AT&T's stazement that the CPN privacy “could also be modified by switches ...° is irrelevant and
inaccurate. The onjy situaton today where a switch modiSes the CPN privacy status is when the

z.mmng caller explicitly enters either *67 or *82 privacy toggie code to change their default
srivacy indicator. The caller is the oniy party that bas coowol of the CPN privacy indicator. An
IN service provider should nos be able to control this parameter.
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GTE's Statement:

“If muiziple AIN service providers have access to the SSP triggers and if one of the third party’s
SC?'s were to go into an overioad condition and activate ACT controls, the conrrol s applied to
the eacire SSP ofSce. All AIN service providers services are impacted.

AT&T's Characterization of GTE's Statement: “
When ail third party SCP providers share the same TT, an ACG conrol may affect Sther SCPs. “

An ACG control uses the TT and the Srst 6 digits of the GTA to control the sumber of
messages sent from the SSP to the SCP. 1f 2 single TT is used, any GTA with the same firm 6
digits will be afected. Ifone TT is assigned 10 each third party SCP provider, this is notan
issue since sach TT will be unique, allowing independent comrols for each SCP provider.
Additicnai controls exist with the SCP overicad Control SOC and the SMS Originazed Code
Conrrols (SOCC) allowing a work center to manually or sutomatically adapt the ACG controls
dezending upon the query processing time. SSN and other paramerers (e.g. impose 10 digit
gonreis).

GTE's Response:

Based upcx the curren: design of ADN ACG conwrols, AT&T is correst in their assessment that in
order 12 avoid one thiré party’s SCP in overioad condition from affecting IN service providers
subscrivers, separate T1 mmust be assigned per IN third party service provider. Referi:0 GTE's
comements 10 Jdeatifed Earm # 3 preceding for an explanation of the issues related 0 assignment
of TT per provider.

AT&Ts comement relazive 10 additional controls that can be initiated via SOCC does not affext
G7T's stazed issue in any way. It only provides another method to force an SCP 10 rerurn ACG
cenreis ic the SSP. The ACG issue at the SSP remains if multiple service providers are served
by 1ne same SSP.
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GTE'S Statement:

"the third party SCP can control the trigger asivation/ deactivation for any subseriber trigger in
the SSP in dependent of the service provider assigned the trigger. 1f muitiple third partes have

trigger access, one third party could activate/deactivate the triggers associated with ancther third
prTY'S Service.

AT&T's Characterization of GTE's Statement:

Tﬁgzmmmvisionea by the LEC at the switch A third party IN service provider would send
{2 service under request to0 a LEC. and the LEC would in turn provision the triggers on the

| customer's line a the switch on behalf of the third party service provider, Since SSP queries wil
‘ be segregated amongst SCP providers by TT and queries and respoases are precisely correlazed
via transaction identifiers, an SCP provider will only be able to activate/deastivate triggers on
lines subscribed to it. Since the AIN specification does not currently allow for the SCP to send
lautonomous messages 1o the SSP, SCP provider could only activate/deactivate 3 trigger on lines
tha: already have some trigger provisioned (by the LEC) such that queries are being sent to their
SC2.

"GT‘E's Response: “




AT&T's response alludes to the fac: that if 2 separate TT value is assigned per third party IN
provider, then that provider can only activate/deactivate mriggers associazed their gssigzed
customers. This statement is incorrect. AT&T also states that an SCP eannot send "aonomous
messages 1o the SSP°. GTE interprets this statement 1o mean that an SCP cannot launch 3 query
1o the SSP requesting wigger activation as a2 stand along request. AT&T response indicaes that
the third parry's SCP can only request a SSP to acdvate‘deactivate triggers in a normal response
message 10 an SSP originated query. This is also incorrest. An SCP can initiate 3 query message
10 the SSP requesting trigger activation/deactvarion.

In order for an SCP to control the activation/deactivation suszus of a trigger, the trigger must firn
be provisioned on a subscriber line. The trigger assignnent will occur during the trigger
provisiozing process. Onee the trigger is provisioned, the SCP, via generic IN capabilities, can
actvate or deactivate the trigger on a real time basis.

Even if 2 separate TT value is assigned per third party IN service provider, s third party will stil)
have the ability to control any subscribers wiggers provisioned within the SSP. The TT is only
uses 1o route the query launched fom the SSP to the correct SCP. The IN application (i.e., AIN
0.1) of the SSP tha: launched the query assigns 8 Subsystem Number (SSN). This SSN is the
sa=e for ail AIN 0.) quesies originated by the switch independent of the TT value assigned 10 the
igzer eriteria. All response messages from all SCPs will echo this vaiue back 1o the SSP that
lauzched the query. The SCP does not wtilize this value for IN service processing. It is merely
uses in the response message to idenmify the applicazion processing required back 10 the sexdisg
SS?. (Relerence GTZ s IdentiSed Harm #3) .

Based uzon the cwwren: design of AIN ACG controls, AT&T is correst in their assessment that in
order 10 avoid one third party's SCP in overioad coadition from affecting other IN service
providers’ subseriders, separate TT must be assigned per IN third party service provider. Refer
to GTE's ccmments 10 Idemified Harm # 3 preceding for an explanation of the issues related 10
assigmmes: cf TT per provider.

ATZTs comment relztive to additional controls that can be initated via SOCC does not afex
the CTT issue in any way. It only provides another methed to foree an SCP to rezun ACG




GTL's Statement:

There are major billing related issues that must be addressed...In addition, the AIN service can
control the Charge Number used for billing purposes equivaleat 10 AN in 2a Non-AIN/SS7

environment. With third party AIN access, the third party has direct control of the Charge
Number.

AT&T's Characterization of GTE's Statement:

The SCP can potentially change the Charge Number. The Sexibility exins in IN to allow the
creasion and offering of billing number services 1o customers. For example, 8 selsctive collest |
call acceprance service would allow a subscriber to choose the callers from whom to accept calls.
The switch overwrite the existing Charge Number for the call with the value &t receives from the
SCP in a response message. The aew Charge Number is used in signaling but is act used in ;
creating any SSP AMA records. ISUP signaling, used 1o signal between switches today, also
conveys Charge Number information which switches along the way eould potentiaily change,

GTE's Response: “

G7TE's original comments state that the third party can conwrol the Charge Number. AT&T 's
statement that the SCP can “potextially® change this parameter should actually read “can
chazge”. Contrary to AT&T's comments the Charge Number is “used” to create SSP AMA
biliing recerds. In &ov that is the only purpose for this pararneter. This parameter is used by

IXCs to bill calls in their nerwork. The billing of IXCs will be impasied if an incorres: or invalid
Charge Number were sent to them.

The Charge Number issue was identfied by GTE as an example of a billing issue. From GTE's
perspective, billing reiated issues are much more complex and serious than just dealing with the
Clarge Number parameter. The issues impact how GTE wiil ereate billing recorcs 1o bill third

parues for thelr acsess 1o its DN capadilides. These records must either de recorded at the SSP or
as 3 mediation functen
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Bell Atlantic's Statement: “

Bell Atlantc dempnstrated that AT&T's allegation that mediation is unnecessary is incorrest by
citing a repent of US Government's National Communicastions Systems.

AT&T's Characterization of Bell Atlantic's Statement:

The reporn is a recommendation by the Ofce of the Manager, National Comnminicazions
Sys:ems assessing that there is a security risk therefore OMNCS should essentially becomea
third-party provider by owning its own SCPs and have “tighter control over its physical security

environmest and greater control over the design and construction of the SCP.*
AT&T Ex Pane 4/10/96

Bell Atlanric's Response:

Bell Atange demonstrated that independent governmental agency experts recognize and
aciciowiedge the same security concerns that Bell Atlantic kas voiced in its Ex Parte Siings.
AT&T wiviaizes the security concerns of this report by drawing antestion to the ceasiusion of
he resers 22t OMNCS shouid own its SCPs so it can have benter control over its destiny.

The indusTy would be benter served if it focused on the analysis’ conclusions tha there are major
secunty cencerms and "[adding] third-party SCPs to the network has the potenmial to open up the
nerwork 12 3 bost of new sexurity problems that will direcily affec: the imegrity of the perwork.”
Bell Atlamvz x 0r27/95
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Bell Atlanric's Statement:

AT&T's claim that only minimal mediasion functions are required 1o provide third-party access to
AIN triviaiizes the compiexities required 1o implemest mulitiple service providers’ access 10 AIN.

AT&T's Characterization of Bell Atlantic's Statement:

AT&T acicnowledges that STPs lack suficient security screening for secure manzgemens of
TCAP messages. However, AT&T suggests that SSP and SCP error procedures are sufSicien: 0
provide robust mediation capabilities using existing deployed technology.

Bell Atlanric's Response:

Bell Atlanzc is sware of instances of unauthorized access to local and long distance nerworks
across the SST nerwork, resulting in the unauthorized gathering of credit card and security
informaton. Therefore, AT&T's characierizasion that existing nerwork element mediazion
function sufSciency is not eorrest.

AT&T does acknowiedge that STPs alone cannot provide the TCAP screening nor provide the
nesessaty security. Bell Atlancc and the Commission must conclude that AT&T now realizes
ang xck::cwlcdges thas nerwork security at 8 gueway STPs are insufSicient o protest the
nerworks, especiaily a1 the "cosmemand and conmol” message leve! for multiple providers, or the
incumbent LEC intercennessicn without mediaton. This is 2 good first step. Besides, it is highly
uniikely (and unwise) thas 3 third party service provider interconnect AIN nerworks without
secarely protecting its aerwork.

The nexz step is to investigate what is necessary 1o assure the security of aerwork providers .
This can best be aczemplished through the IN Project proposed by the Joint LECs. Through
pa:-. ciralonin d‘e D\' 'P'oje—: a‘r&'r can mscover s‘.m hand, the pozanm! risk to fts ne'worx by
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Bell Atlantic's Statement:

*Security, feature interaction management and provisioning sysiem development required 1o
faciiitate g save and eSective access system for a software driven nerwork, which inciudes AIN,
is 3 major underaking *

AT&T's Characterization of Bell Atlantic's Statement:

Bell South proposes, in its Pant 69 waiver request, that “trigger interaction difScuities, including
those isvolving current service offerings, will be addressed during the feazure provisioning
process.”

Bell Atantic’s Response:

It is good for ATET to recognize the eSons of an incumbent LEC to seek new market
opportusities, albeit with 3 proprietary SMS mediated aceess implementation. It is appropriate
for the Comemission to recognize that this proprietary SMS mediated access impiementation does
act e3uare 1o the See reign over the signaling nerwork for AIN massaging and trigger access thar
AT&T lasproposed. Neither does it inrimaze that all incumbent LECs impiement the same
harcware'software systems. SMS mediated access must be groomed 10 operate with the
incembesz LECs aerwork, the operational suppon systems and the business processes, which
difer rem LEC 1o LEC.
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" Page 5, Bell Aantic's Idenrified Harm No. 13 j{
Bell Atlanric's Statement: j'

Cenificasion can be eSective only for non-real time mediation, however, real time medizden is
also required for AIN security and reliability safeguards.

AT&T's Characterization of Bell Atlantic's Statement:

The identifization of addizional real time mediation, over and beyond that already in place in IN
networks elemeats has not been defined.

Bell Atlantic's Response:

AT&T is incorrest. The Information Industry Liaison Commintee (TILC) has & task group
managing issue 032; * Definirion and criteria for Plocement of Logical Imercormecton
Medianon Funcnons” as one of its ftems. Itis appropriate to observe that the work of this
group is nearing Snalizedion Issue 052 has the following as its issue statement:

"Some parties have recognized the need for mediation in an environrment of logical
irierconnesticn with intelligent nerwork capabilities or pladforms, by muhtiple providers. An
insusTy view is neeged of what constinuntes mediation and what are the appropriate criteria for
detemmining where and’or how it should be accomplished.”

Bell Atlantic cbserves thas this issue 1eam has AT&T's representative as its co-champion.

Addixionaily, The Nerwork Reliability Council, Reliability Issues—-Changng Technologies Focus
Group's Advanced Intelligen: Network Subtearn Final Repor: identified medizsion functions or
mediated access. Bell Atlandc also notes that AT&T has chosen to ignore the myriad of Ex
Paze filings over the past several years that have identified network security, relisbiliry, feanure
interaczicn issues 2s well as the concern for propriewary of information of all service providers
acsessing the same nerwork elements. As Bell Atlantc noted in its response to Ideazfed Harm
=11, 1e IN Prejest il faciiitate idemiScasion of nesded mediation funcdons.



